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SSHODDOOO for 0OO0ODDOOODO

gobobuoggoboobod

2001/06/24j Physical Climatology Labo. special seminar, revised 2002/06/23

0. ocOoOo

gobooooooooog,

e stclub0l: Vine Linux 2.5CR / SSH Version OpenSSH_3.1p1

e stclim01: Compaq Tru64 UNIX V5.1 / SSH Version 1.2.33

e stchmd01l: Windows 2000 Professional SP2 / SSH Secure Shell Version 3.1.1 / ASTEC-X Version 3.11
ooooooo. oooooooooooooooOoOooooooooooo,SSHOO00000ooooooooooo
gobooooooobooooobooooao.

goboocooboooobooo
OO0 0Ohamada 000 stclub01 000, stclim01 0 SSH1 OO OOOOOOO
uoboooooooooon.

go,00000b0o00o0o0,boobooooooobo0oooooboboOoooboo

1. SSHOODO

SSH (Secure SHell) 0, 00000000 2000000000000000O000O00O0O. SSHOOOOOO,
rlogin, rsh, recp0 00000 0000000OCODOOODOODO,000000D00000 slogin(ssh),
ssh,scp00.s’00000YO0000DOOCOOODODOO,

1)y ooooooooooo
googooooboooboob.

2) rhosts 00O O0O0OOOOO
OO0 ’'lpO000000OOspoofing; 10 O0OOO’O00000000O0OO.
OxhostOUOOOOOOOOOOO. OO.

3) DO00O0O0O DISPLAYO O OODOOOODO
Otelnet O rlogin 0000000, ’setenv DISPLAYD’O OO OOOODOOOOODO. O.

1.1 0O00oooo

SSHO telnet 0 r 0000000000 OCOOO,00000000DOO00OOCODOOOCOO.

e passphrase 10 OO0 OODO
OSSHOOOOOOODOO0OoOooOoOo0ooooooooooooooooooonooooooooon
0000000, passphrasce 1000000000000 DOO0OOO0OOOOOOOO. ODOOOOOOO
O,0000o0oooooooooag.

e sloginOOOODO telnet 00O DO OO
OSSHOOODOOOSSHOOODOODODOoDoODoDoOooDOoooO,000000oonooonooooooon
oooooooooo!t.

00 ftp, POP3, SMTP OO OOOOODDOODO. 0000000 0OO00D00O000O0O0O0OO0O0000O,00*x00000*
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2 O0O00OSSH

2. 0J00O000OCO0O0U0pooooooooooonDo

gobgboo,0booboooboob.

2.1 SSHDO login

gogobgooooog,

000 login
( hamada@stclub01% ssh stclimO1 )

00000002 00000000000000,

gbooooooooog

The authenticity of host ’stclimO1 (10.xxx.xxx.xxXx)’ can’t be established.
RSA1 key fingerprint is XX:XX:XX:!XX:!XX!XX!:XX:!XX:!XX!XX:!:XX!XX!XX!XX:!XX!XX.
Are you sure you want to continue connecting (yes/no)?

gbooooboboo,0ooobobooobooboooooobooooboon,yesobob. 0oOoO,
gboooao

Warning: Permanently added ’stclim01,10.xxx.xxx.xxx’ (RSA1) to the list of known hosts.
hamada@stclimO1’s password:

u,0gbooboooobooobobooboobooo.oboobooooobooobo,0o0o0bo0obO0o.0o0on
000D telnet O rlogin 00000000, 0000000000000 000DOOO0OO0DOOOOOOO.
22 0OO0O0O0ODOOOOOOOOOO

0000000000 000000000D0O0. 0000000, stclim01 000000 hamada O
gbooooboooooooba,

ssh 00O

hamada@stclub01), ssh stclim0l ps auxw | grep hamada
hamada@stclim01’s password: ~0OO00OO000OO
hamada 15612 0.0 0.1 2.33M 344K 77 S 21:30:44 0:00.04 tcsh -c ps auxw

gbooooobooooo.
sshO00000,xon0000000D0C0O0O0D. 00D stclub01l D XEmacsOODOODO,
XOoooooooooooo

hamada@stclimO1% ssh -f stclubOl xemacs
hamada@stclubOl’s password: ~0OO0OO00OOOO

goooooooD’-£’0 XODOOoooooooooboooooooooooo.

2.3 scp

b rep0ooboobooobO. 00ob0o0obOoobOoobgo,bobooboooab. 0oy

ooooooooooo,0oo000ooooooooo.
200 slogin 000000 ssh 0000000000000 DOODO. 0000,0000000000000000000.
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scp U d

hamada@stclub01), scp stclim01:~/.cshrc ./.cshrc_stclimO1
hamada@stclimO1’s password:
.cshrc 100% | skokskokskoskokskokskokskokskskokskoskkskokskokskskokskokk | 3031 00:00

3. RSAODOO

gooooooo0ooooOoooOobooOOoOooDoOg,0bb0goooooOoO0ooooooOgO0. SsHo O,
goboooooogooooooooobooobooboo. boo,0booboooboboboobooobDobooob, o
gboooooboooooobooooboboo,0obobooooboobobooo,0o0oboboooboon.
0d0oo0oo0o0ooU0oOo0oOoU0o. Uo0Uo0oUOo0,*0o00Do00o0o*C0U0D0o0Oo0DoOoUoooUooO
oo.

31 0000 ([1]p.144)

gbobooooooobooooooobooobooooobo,0b0oobooboOoobooboooboooooon
0.000000000, hamadad00O

e stclub0100000O0O0ODO —O0OO0OO0OODOOOODOOOODODOD.
e DOODODODOO —sloginO stclub010000000O0O00DDOO.

RSAOOO0OO0O000O0O, ssh-keygen 0000000000,

r ssh-keygen 0 O ~

hamada@stclub01/, ssh-keygen -t rsal

Generating public/private rsal key pair.

Enter file in which to save the key (/usr/users/hamada/.ssh/identity): - 0 0 0 0 O O
Enter

Created directory ’/usr/users/hamada/.ssh’.

Enter passphrase (empty for no passphrase): 000000000000 OD0OODOO

Enter same passphrase again: 00000

. J

0000003 00000000000000, *0000000*0000000000000000

(1]p.148). -t rsal’ 000000000, SSHIOO RSAOODODOOOOOOOOO. stlimO0O0000O

gboooobo,oboooboobooocobooon.
gboooobobooooobo,0booboobobooooo,obobooooaa.

good

Your identification has been saved in /usr/users/hamada/.ssh/identity.
Your public key has been saved in /usr/users/hamada/.ssh/identity.pub.
The key fingerprint is:

XX IXXIXXIXXIXXIXX!XX!XXIXX!XX!XX!XX:XX:XX:XX:XX hamada@stclubO1

0000000 identity0O OO, identity.pub000000.
00000000000000,-p00000000000000.000000000000000000
oo.

Spass’'word’ 00000 100000000000000000O0, pass’phrase’ 0000000000000.

2001/06/24, DO OO OO (PC special seminar)



4 O0O00OSSH

assphrase O O
s passp D

hamada@stclub01y, ssh-keygen -t rsal -p

Enter file in which the key is (/usr/users/hamada/.ssh/identity): ~O0OO0O0O0O Enter
Enter old passphrase: U000 passphrase

Key has comment ’hamada@stclubO1’

Enter new passphrase (empty for no passphrase): 00000 passphrase

Enter same passphrase again: 00000

Your identification has been saved with the new passphrase.

N J

3.2 0O0OO00OORSAOOOOODOOOOOOO

goOopooooooO,00000DOobO00obDOoSsSsHO0oooo0ooooooOooD. obooooobooo
goooooooo,.0b00b00000000000.0000,000D000000D0O00 ~/.ssh/authorized_keys
gboooooboooooo.

gg,goboobooboobbooboboobg.

goooood
hamada@stclub01), scp .ssh/identity.pub stclim01:~/
hamada@stclim01’s password: ~UU000O0OOOMO
identity.pub 100Y, | seokskoksk ok sk sk ok sk ok s ok 3k ok sk ok 3k ok ok s ok ok Kok sk ok ok | 353 00:00

oo0oooooo0,0b000000000 identity.publ ~/.ssh/authorized_keysOODOOODO. 7/.ssh
oo0o000000D00O. 00 /.ssh/authorized_ keysUUOO0ODO,0000000000D000000O.
oooooon

hamada@stclub01), ssh stclim01

hamada@stclim01’s password: OO0 O0O0OOMO

hamada@stclim01Y, cat identity.pub >>! .ssh/authorized_keys 000000000
hamada@stclim01Y, rm identity.pub 000

gboooobooooboobo.0boboooobooboooo.
RSAOOOOOODO

hamada@stclim01%, exit
hamada@stclub01), ssh stclim01
Enter passphrase for RSA key ’/usr/users/hamada/.ssh/identity’: 000000000

gboooboooboooobooooobo,oobooobooo.
stclubO0 00O RSAOOOOOOOOOOOOOOO0,-10000 10’0000000000.

3.3 ssh-agent

goboboboobboobbooboobod,ssh-agent 00000000 ooOo0O.

agent J 0 U

[hamada@stclubOl% exec ssh-agent $SHELL

uboooooboooo. boobobo,000b00b0ob0000b00b0. 0000 ssh-add0 OO
oo.
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good ~N
hamada@stclub01y, ssh-add
/usr/users/hamada/.ssh/id_rsa: No such file or directory 000000 0K
/usr/users/hamada/.ssh/id_dsa: No such file or directory 0000000 OK
Enter passphrase for hamada@stclubOl.kugi.kyoto-u.ac.jp: «U0OO0OO0OO0OOO
Identity added: /usr/users/hamada/.ssh/identity (hamada@stclub01) )

go00oo0o0ooOoooo,00oo00ooo0ogooogdg,0dssh,secp000000D0COOODOO
gooboooo.

34 XOOUOOOOOOOssh-agent 000

3300000000,000 ktermU emacsO00O0OO0ONO ssh-agent - ssh-add00OO0OO0OO0O, 00
00.X0O0OD0O0ODOO0OOd ssh-agent 00000000, 00000000000.0000,00000000
0~/.xsessionU ~/.xinit0000000,00000000/.xsession0000000000O ([1])p.162).

s ~/.xsession 0 ~N

#!/bin/sh
SSH_AGENT="ssh-agent"
SSH_ADD="ssh-add < /dev/null"

if [ -x $HOME/.xinit ]

then exec $SSH_AGENT /bin/sh -c "$SSH_ADD; exec $HOME/.xinit"
else xterm
fi

N J
“/.xinit 0 "/.xsession 00000 7550 00000000000. 0000000, xdmO000000,0
gogbobooobboobooboob.ooboboboobbobooboo,ooboobooboooobo
ggo.

4. Windows, Macintosh 0 SSH [ O [

00000 UNIXOOOOOOOoOOoOOOO, WindowsO MacO ASTEC-XODODOO XOOOOOOOOO
gboooooob. obobooobooo Xboooooobooo,obboooooobo.booooo
gbooooooboooo.

OO0, XO0oooooooo. XbMcpPOOOODOOOOOOOOOOOO. Windowsd MacO SSHO OO
00000,XO000000000000 sloginO00O0O. X11 forwardingDOOO0O0D0D0D0O0OO0OO% O
O,DISPLAYOOOODOOOO® 3400000/ .xsession000000. 000 3400000000.

O00PpPCODHCPOOOOOO,000O0IPOOOOOOOOOOOODODODO,ODQOCOCOOOOOOOO
gooo.

4000 Windows 0 SSH Secure Shell 10000000 D0000000 [Edit] - [Settings] 000000000000 [Tunneling]
O [Tunnel X11 connections] 00 0000000O.
S00000000000000000000000000000000000000000000.
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gobgoooan

#!/bin/bash
export DISPLAY=‘echo $SSH_CLIENT | awk ’{print $1}’¢:0.0
exec $HOME/.xsession &

000 /startSession 000000000, UNIXOOODO SSHOOOOOOOOOOOOOOODDD.

5. SSH1OOOODOOODODOO(@Wooo)

SSHOOOOOOO~/.sshOOOOODODOOOOODOOOOODOOOOOD.ODOOOOODODODOOO
gobgoboooooooboog.

e authorized keys
go0oOOC0RSAOODOOOOOOOOOOO,00O0O0OOOOORSAOOOOOOOOO.

e identity
0000 RSAODOOOO.00DO0ODOOOOOOOOOO,0000000C0O0DOO0O00ODOO. 0DOOO
gboooooboooobo.ooobooogoogooooogon.

e identity.pub
OO00O0 RSAOOOOO. OO0O0O0OOOOOO. OODODODODOODOO0O~/.ssh/authorized keys
gooooooooo.

e known_hosts
1000b000boobbooboobooboboobb. boboboboobboobooboooboon
goooboooboo,bobobboobooboobooboobg.

e DD!?\
hamada@stclub01y, ssh stclimO1
clelcleleleleefeleleleleleefeleleleleeeleleledeleleeeelcdedeedeledeededEeeeededdeeeledee
e WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! ¢
clelcldcleldelelcldelclddededelEdelddedededdeddeeddddeddeddeeddeddeedeeedededdeddededeed
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA1 host key has just been changed.
The fingerprint for the RSA1 key sent by the remote host is

XX XX !XX!XX!XX!XX!XX!XX!XX!XX!XX!XX!XX!XX!XX!XX.

Please contact your system administrator.

Add correct host key in /usr/users/hamada/.ssh/known_hosts to get rid of this messag
Offending key in /usr/users/hamada/.ssh/known_hosts:1

RSA1 host key for stclimOl1 has changed and you have requested strict checking.

Host key verification failed.

J
SsHOOOOOOOOoOOoOoOoooooooooooooo. oooooooooooooogoooo,
godobbooobbuooobbuooob.bboobb,xnownhosts OO ODODOOODOOOO, 0O
goooobbbboooooobbbuoooooooo.
gbooooooobobooooooo,obocobooboobooooboboobooooboboooon
00 (man-in-middle attack).

e random_seed
00000000.00000000000000.00penSSHOODOOODOODOOODOO.C
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000000ooooooooons.

gboooooob,bobooboobooboooooobobooooo,0oo0bobobooooooboaoon

-

hamada@stclub01%, 1s -la ~/.ssh

DDDDDDD\

drwx------ 2 hamada 4096 Jun 23 05:07 . ~0o0goooo 7o0
drwxr-xr-x 20 hamada 4096 Jun 23 05:34 ..
—rw------- 1 hamada 1355 Jun 21 02:33 authorized_keys ~U0OD0OO0ODO 600
“rWw-—-----— 1 hamada 213 May 30 15:26 authorized_keys2
“rWw-—-----— 1 hamada 549 Jun 10 09:34 identity
“rw--—-—---- 1 hamada 353 Jun 10 09:34 identity.pub
“rw------- 1 hamada 2842 Jun 23 05:29 known_hosts
J
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